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ABTOMATU3NPAHO Cb3/IABAHE U
B'’b3CTAHOB4BAHE HA PESEPBHI KOIIN 3A
JANCKOBIM OBEMU HA KOHTEVMHEPU

Pocen Xpucres, Marpasiena BecenunoBa, Kpuctusaa KoJies

Pesziome. C yseaunasanemo Ha npemunasaremo KoM 00AGUHU YCAY2U U MBEP-
cenemo na 6sp30, HAdeHCOHO U MAWGOUPYEMO BHEIPABAHE HA NPUNOHCEHUSA, U3-
NOAZBAHEMO HA KOHMEUHEPU CE € Y8eAUuNUN0 3Havumenrno. Docker ce npessp-
Ha 666 6odew, uHcmpymenm 3a xoumetnepuszayus 3a UT undpacmpyxmypume.
Banpexu mosa, nasauzanemo na KoHmeunepusauusma 666excda Hosu npedus-
BUKAMEACTNBA, NPEOUMHO 6 00AACTMMGA HA COTPAHEHUEMO U BB3CMAHOBABAHEMO
Ha dannu. Bsnpexu ue xwonmetinepume mozam da bsdam cs30a6aHU U USMPUBH-
HU C AeK0Ma, JaHHUME, C KOUMO me ONepupam, ca om nspeocmeneHHo 3HAUEHUE
u mpabsa da 6sdam obpabomeanu u 3auyumeny cuzypro. B cumyayuu, ksdemo
3azybama na danru mooce da dosede Ao PUHAMCOBU, PENYMAUUOHHU UALU ONe-
PAMUBHU ULELMU, TMOBG UBUCKBAHE € KpumuwHo. Tpaduruornume cmpame2uu 3a
6863CMAH0BABAHE CAed bedcmeue 3a UHPPACMPYKMYPU U BUPMYAAHU MAULUHU,
BKANUUMENHO NBAHO, UHKDEMEHMAAHO U OUPEPEHUUAAHO APTUBUPAHE, CA HEd-
dexsammnu 3a xonwmetinepudupanyu cpedu. Konsenyuonasnume peseperu Konus
ce cmpemam da 3ana3Am UANOMO CECMOAHUE HA CUCTMEMANA 6 ONPEJENEH MO-
MeEHM, Koemo e Heepexmusno 3a woumelnepu 6e3 cocmoanue. B donsanenue,
nPeodAada8aAHEMO HA MUKPOYCAY2UME 6 MUNUMHUME NPUNOHCEHUA, DA3UPAHU HA
MUKPOYCAY2U, MOXHCE 00 HANPABU KOHBEHUUOHANHUME CMPAMEUl Heehermuc-
HU, MPOMABYU U JOPU He6B3MOodCHY. Te3u Ho6u pewenus mpadbsa da mozam
da Habarodasam JarHU 6 MHOHCECTMBO KoHmMeltuHepu, da bsdam HaACHO ¢ bBp3ama
CKOPOCM, € KOAMO Kowmeltunepume mo2am 0a ce Mawadbupam TropusoHmaisro u
BEPMUKAAHO, U 00 2aPAHMUPAM, “E 6B3CMAHOBABAHEMO HA OGHHU MOXMCE Ja Ce
udespwiu, be3 da ce HapYuLasa GYHKUUOHANHOCTVMG Ha NPUAOAHCEHUEMO U CPEDa-
ma. IIpoyusaremo uma 3a yea da npoyuU APTUSUPAHEMO U 6B3CTMAHOBACAHEMO
Ha daHHUu 6 Konmetinephu cpedu, bazupanu wa Docker, xamo npedaaza memod 3a
ABMOMAMUSUPAHE NG APTUBUPAHEMO U CBTPAHEHUEMO € NOMOWMA HG Memoda
3-2-1.

KimouoBu gymm: Ob6saunu ycayru, koureitnepu, Docker, U'T uwndpactpykTy-
pHu, CbXpaHeHNMe M Bb3CTAHOBABaHE Ha JIaHHU, 3aryba Ha JIaHHU, CTPATEruu 3a
Bb3CTAHOBSABAHE CJie]l Oe/ICTBUE, MHKPEMEHTAJIHO 1 JIN(EPEHITNATHO apXUBUPAHE,
MUKPOYCJIYTH, aBTOMAaTU3UpaHe Ha apXUBUPAHETO U ChbXpPaHEHUeTO, MeTojl 3-2-1.
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METHOD FOR AUTOMATING THE PROCESS OF
CREATION AND RESTORATION OF BACKUPS
FOR CONTAINER DISK VOLUMES

Rosen Hristev, Magdalena Veselinova, Kristiyan Kolev

Abstract. As the shift towards cloud services and the demand for rapid, de-
pendable, and scalable application deployment increase, container usage has in-
creased significantly. Docker has emerged as the leading containerization utility
for IT infrastructures. However, the advent of containerization introduces new
challenges, primarily in the area of data storage and recovery. FEven though
containers can be created and deleted with ease, the data they manipulate s
of the utmost importance and must be handled and protected securely. In sit-
uations where data loss may result in financial, reputational, or operational
damage, this requirement 1s crucial. Traditional disaster recovery strategies for
infrastructures and virtual machines, including full, incremental, and differ-
ential backups, are inadequate for containerized enuvironments. Conventional
backups strive to preserve the entire state of the system at a particular time,
which is ineffective for stateless containers. In addition, the prevalence of mi-
croservices in typical microservices-based applications can render conventional
strategies ineffective, cumbersome, or even impossible. These new solutions
must be able to monitor data across multiple containers, be aware of the rapid
rate at which containers can scale horizontally and vertically, and ensure that
data recovery can be performed without disrupting the application’s and environ-
ment’s functionality. The study aims to investigate data backup and recovery in
Docker-based containerized environments, proposing a method for automating
backup and storage using the 3-2-1 method.

Key words: Cloud services, Containers, Docker, I'T infrastructures, Data stor-
age and recovery, Data loss, Disaster recovery strategies, Incremental and differ-
ential backup, Microservices, Automation of backup and storage, 3-2-1 method.
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