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ITIOAOBPABAHE HA CUT'YPHOCTTA HA YEbB
C'bPB'bPUTE, U3IIO0JISBBAHU I1P11 CUCTEMUTE 3A
EJIEKTPOHHO OBYYEHUE

Pocen XpwucrteB, AHres Y pujckKu

Pesiome. Copmyeprume cucmemu 3a eaekmpornno obyuerue noonomazam oby-
YUMEAHUA NPOUEC € Pasdnoobpasnu yesu. Qbasasanemo na [landemuama om Covid-
19 moorce da 6sde pasenedaro Kamo mecm Ha MATHAMA CNOCOOHOCT 04, OCUYPAM,
nenpexascram obyuumenen npouec. Cucmemume mozam da b6sdam pasdesenu Ha
dsa suda — Maxuea, KOUMO ce TOCMBam 68 0bAaKa, U MAKUBH, KOUMO ce npedoc-
masam na 0adena op2arU3aAUUA, KOAMO MPAO6a 0a ce No2pudicl, Cama 3a cu2yp-
Hocmma Ha cepespa. B sasucumocm om naamgopmama 3a 0b6yueHue ce U3NOA-
36am passunHu 6udose 0cHosHU yeb cepsspu. Kpamka cnpaska ¢ 6a3a dannume
3a zero-day attacs noxasea, we npu nat-pasnpocmpanerus yeb cspssp — Apache,
noseue om 34 % om obsasenume yazsumocmu om 1999 200una do ceza ca 3aceveru
caed obasasaremo wa Ilandemusma npes 2020 200una, npu 6mopus no nasapem
dan Yyeb copesp — NGINT, MEULAMa CMOAM NO CTO0EH HAYUM, KAMO NPU HE20 OM
2020 200una ca obasenu nosewe om 063% om yaseumocmume om 2009 200una
do ceza. Tasu cmamus ce Poxycupa 66PIY 663MOHCHUME N0OT00U 34 NOJOOPA-
BAME MG CULYPHOCTING WA Yeb cBpespume, U3NOA3CAHU 304 HCUSHEHUS UUKTA HA
CUCTNEMUME 30, EAEKMPOHHO 00YYEHUE.

KiouoBu aymm: Codryep 3a eJeKTPpOHHO OOyUeHue, CUCTeMU B obJiaka, CH-
I'YPHOCT Ha C¢bpBbpa, yed cbpebpu, Apache, Nginx, ysa3sBuMocTn, mogoopenne Ha
CUT'YPHOCTTA.
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IMPROVING THE SECURITY OF WEB SERVERS
USED IN E-LEARNING SYSTEMS

Rosen Hristev, Angel Urilski

Abstract. FE-learning software systems support the educational process with
various objectives. The declaration of the COVID-19 pandemic can be seen as
a test of their ability to ensure a continuous educational process. The systems
can be divided into two types: those that are hosted in the cloud and those that
are provided to a particular organization, which must take care of the server’s
security itself. Depending on the learning platform, different types of primary
web servers are used. A brief reference to the database for zero-day attacks
shows that for the most widespread web server, Apache, more than 34% of the
vulnerabilities announced from 1999 to the present have been detected after the
declaration of the pandemic in 2020; for the second most popular web server,
nginz, the situation is similar, with over 63% of the vulnerabilities since 2009
being announced after 2020. This article focuses on possible approaches to im-
proving the security of web servers used in the life cycle of e-learning systems.

Key words: E-learning software, Cloud-hosted systems, Server security, Web
servers, Apache, Nginx, Vulnerabilities, Security improvement.
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